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Pam bao an ninh an toan an ninh mang va bao vé bi mat nha nwéc trén
khong gian mang khic phuc cac 16 héng bao mat trén may tinh

Cin cir theo ké hoach s6 02/KH-UBND ngay 15/7/2025 caa Uy ban nhan
dan xa Khanh Xuan thuc hién cong tac Bao vé nha nudc.

Uy ban nhan dan x& Khanh Xuan xay dung ké hoach dam bao an ninh mang
va bao vé bi mat nhan nudéc trén khong gian mang, khic phuc cac 16 hong bao mat
trén may tinh véi cac noi dung sau:

I. MUC PiCH YEU CAU
1. Muc dich

- Nang cao nang luc bao vé an toan thong tin mang ctia UBND xa, dac biét la
hé théng may tinh phuc vu céng vu.

- Chu @ong phat hién, xu ly, khac phuc kip thoi cac 16 hong bao vé bi mat nha
nudc khéng bi 16 lot, bi loi dung hoac pha hoai trén khdng gian mang.

- Tuan tha cac quy dinh caa phap luat vé an ninh mang, an toan thong tin va
bao vé bi mat nha nuaec.

2. Yéu cau

- Thyc hién nghiém tac cac quy dinh phép luat vé bao vé bi mat nha nudc, an
toan thong tin mang.

- Trién khai dong bd nhiém tdc céc bién phap ki thuat va hanh chinh.
- Phan cbng ro trach nhiém cho ting bo phan, ca nhan.

- Pam bao khong lam gian doan hoat dong cua cac hé théng théng tin trong
qua trinh ra soat, xt ly.

I1. NOI DUNG THUC HIEN
1. Ra soat, danh gia hién trang an toan thong tin hé théng may tinh

- Kiém tra toan bo may tinh dang sir dung tai UBND x4 dic biét 13 may tinh
c6 két ndi mang internet, may luu trir vin ban mat, tai liéu noi bo.



- Phéat hién cac phan mém doc hai, phan mém khéng ré ngudn géc, cac cu
hinh khéng an toan.

2. Phat hién va xir ly 16 hong bao mat
- Cap nhat hé thong diéu hanh, phan mém tang dung Ién phién ban méi nhat.
- G& bo cac phan mém, tién ich khdng can thiét, khdng rd ngudn géc.

- Cai dat phan mém diét virut, teong lira, ma hoa dit liéu dbi voi may tinh luu
trir thong tin nhay cam.

- Thiét Iap tai khoan ngudi dung hop 1y (mdi ca nhan mot tai khoan, mat khau
manh, dinh ky thay d6i mat khau).

- Khong st dyng thiét bi USB, thiét bi luu trir di dong khdng ré nguon géc
vao may tinh cong vu.

3. Bao vé bi mat nha nwéc
- Phan loai théng tin, van ban theo quy dinh vé bao vé bi mat nha nudc.

- Khong luu vin ban mat trén may tinh ¢ két ndi mang internet néu khong co
phan mém bao vé chuyén dung.

- Khéng giri chia sé van ban noi b qua email ca nhan hoac cac nén tang mang
Xa hol.

4. Tap huan, tuyén truyén nang cao nhan thic

- T6 chuc tap huan cho cac can bo, céng chic vé ki niang sir dung an toan
may tinh, nhan biét cac hanh vi lira dao qua mang, ma doc...

- Cap nhat cac vin ban phap luat méi vé an ninh mang va bao vé bi mat nha

nudc.
I11. PHAN CONG THUC HIEN
STT B$ Phan/Ca Nhan Nhiém Vu
1 Vin phong HDND — | Chu tri ra soét, cap nhat hé thong, cai dit phan mém bao
UBND mat, phdi hop don vi chuy&n mén xir Iy su ¢b.
2 Phong van hoa — x4 hoi | Phéi hop tap huan, truyén théng vé an toan thdng tin.
3 Truong cac phong Quan ly, gidm sat viéc st dung may tinh ctaa can bo, dam
chuyén mon, ban nganh | bao thuc hién nghiém cac quy dinh.




4 Toan thé can bo, cdng | Tuén thi quy dinh vé sir dung may tinh, xir ly thdng tin,
chuc khong tu ¥ cai dat phan mém, truy cap trang web khong
an toan.
5 Cong an x& Phoi hop bao vé an ninh mang, xir Iy vi pham.

IV. TO CHUC THUC HIEN

Uy ban nhan dan x& giao Van phong chu tri, phdi hop véi cac bo phan trién
khai ke hoach. Tang cuong kiém tra, danh gia dinh ky viéc thue hién, bao cao két
qua vé Uy ban nhan dan xa theo quy dinh hodc khi ¢ yéu cau./.

Noi nhan:

- Thudng truc Dang ty x4,

- Thuong tryc HDND x3;

- Chu tich, cac PCT UBND x3;
- COng an x&;

- Cac phong chuyén mon, ban nganh;

- Luu: VT.

™. UY BAN NHAN DAN
CHU TICH

Té Pitc Binh
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